
 

https://doi.org/10.53819/81018102t2471 

0 

 

Stratford Peer Reviewed Journals and Book Publishing  

Journal of Procurement & Supply Chain 

Volume 9||Issue 2||Page 1-5 ||March||2025|  

Email: info@stratfordjournals.org ISSN: 2717-3581  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Invisible Infrastructure & The Law Of Shadow Supply Chains  

 

 

Dr. Solomon Kyalo Mutangili 

 

ISSN: 2717-3581 

 

https://doi.org/10.53819/81018102t2471


 

https://doi.org/10.53819/81018102t2471 

1 

 

Stratford Peer Reviewed Journals and Book Publishing  

Journal of Procurement & Supply Chain 

Volume 9||Issue 2||Page 1-5 ||March||2025|  

Email: info@stratfordjournals.org ISSN: 2717-3581  

 

Invisible Infrastructure & The Law Of Shadow Supply Chains  

 

 

 

Book Review by 

Solomon Kyalo Mutangili  

 

How to cite this article: Mutangili S. K. (2024). Invisible Infrastructure & The Law Of Shadow Supply Chains. 

Journal of Procurement & Supply Chain. Vol 9(2) pp. 1-5. https://doi.org/10.53819/81018102t2471 

 

 

 

Abstract 

This review evaluates Invisible Infrastructure and The Law of Shadow Supply Chains a critical 

inquiry into the legal, ethical, and regulatory dimensions of hidden supply chain networks. 

Introducing the concept of "shadow supply chains," the book explores informal and often opaque 

systems that operate beyond the reach of formal procurement regulations yet remain central to 

global trade. These infrastructures, while not inherently illegal, exploit regulatory gaps to reduce 

costs and enhance flexibility—often at the expense of transparency, accountability, and ethical 

standards. Through case studies across diverse industries, the book analyzes how these shadow 

systems complicate traditional legal frameworks and pose significant governance challenges for 

multinational corporations and states alike. The author examines current regulatory efforts, 

including due diligence requirements, anti-corruption laws, and emerging technologies like 

blockchain, highlighting both their promise and limitations. The discussion calls for an 

international legal architecture capable of addressing the transnational nature of shadow supply 

chains while promoting sustainability and human rights compliance. Ultimately, the book makes 

a compelling case for a more holistic and proactive approach to supply chain governance—one 

that encompasses both visible and invisible operations and demands heightened legal, 

technological, and ethical accountability in an era of complex global trade. 
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Introduction 

In an increasingly complex global economy, the legal frameworks surrounding supply chains are 

rapidly evolving, and the book Invisible Infrastructure & The Law of Shadow Supply Chains offers 

a timely examination of the hidden systems that underpin global trade. The concept of "shadow 

supply chains" is introduced as an essential element in understanding how modern supply chains 

operate beyond the visible structures of procurement and logistics. These shadow systems are not 

necessarily illicit or unlawful but exist in the gaps between formal regulations and practices, often 

operating without the direct oversight or scrutiny that conventional supply chains undergo. By 

analyzing these invisible infrastructures, the book provides a critical perspective on the legal 

challenges and implications of these hidden systems, focusing on how they affect global 

commerce, governance, and regulatory compliance. The book brings to light the often-overlooked 

complexities of supply chains that are not governed by standard contract law, trade agreements, or 

regulatory mechanisms, yet are integral to the movement of goods and services worldwide. By 

exploring the relationship between these shadow systems and the formal legal infrastructure that 

governs supply chains, the book presents an important analysis of how global supply chain 

management interacts with and sometimes operates outside of established legal boundaries. 

Review  

A key aspect of the book is its discussion of the inherent tension between transparency and the 

operational flexibility offered by shadow supply chains. While traditional supply chains operate 

within well-defined legal frameworks, including contracts, tariffs, and import/export regulations, 

shadow supply chains thrive in environments that are less visible, more flexible, and often more 

cost-effective. The book highlights how companies use these hidden systems to circumvent certain 

legal constraints, such as restrictive customs procedures, environmental regulations, or labor 

standards, in order to maintain competitive advantages in global markets. However, these practices 

often create significant legal and ethical challenges, particularly when shadow supply chains 

engage in practices that may not align with the public interest, such as exploiting cheap labor, 

evading environmental protections, or bypassing tariffs. The legal ambiguity surrounding shadow 

supply chains is explored in detail, examining how laws that are designed for formal supply chains 

may not adequately address the risks posed by these hidden systems. The book proposes that 

current legal frameworks often fail to keep pace with the realities of how global trade operates, 
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resulting in regulatory blind spots that allow shadow supply chains to flourish. This creates a gap 

in accountability, where businesses may not be held fully responsible for the environmental or 

social consequences of the activities that take place within these shadow systems. 

Moreover, the book delves into the broader implications of shadow supply chains for governance 

and regulatory oversight. It argues that traditional approaches to regulating supply chains are 

increasingly insufficient in the face of the complexities created by shadow systems, which can 

involve multiple actors across various jurisdictions, each with different regulatory environments. 

The book discusses the challenges that governments and international organizations face when 

attempting to regulate these invisible infrastructures, particularly in cases where supply chains 

span multiple countries with differing legal frameworks. The discussion extends to the need for 

more comprehensive global regulatory solutions that can account for the transnational nature of 

modern supply chains. This includes the development of international legal standards that can 

more effectively address the opaque nature of shadow supply chains and provide mechanisms for 

greater transparency and accountability. In this context, the book examines the role of 

multinational corporations in perpetuating these systems and the ethical responsibility they bear in 

ensuring that their supply chains, whether visible or hidden, comply with social, environmental, 

and human rights standards. The book suggests that a more proactive and cooperative approach to 

international supply chain regulation is necessary, one that balances economic interests with the 

broader public good. 

A particularly thought-provoking chapter in the book is its analysis of the legal and policy 

responses to the existence of shadow supply chains. The author discusses how various legal tools, 

such as due diligence requirements, anti-corruption measures, and trade regulations, have been 

employed to try to address the risks posed by invisible infrastructures. The book highlights 

examples from different industries, such as technology, fashion, and pharmaceuticals, where 

shadow supply chains have played a central role in enabling the flow of goods and services while 

evading oversight. The author critically evaluates the effectiveness of these legal measures in 

curbing the negative effects of shadow systems, concluding that while some regulations have made 

strides in improving transparency, they are still inadequate in addressing the full scope of issues 

created by shadow supply chains. One significant challenge is the enforcement of these 

regulations, particularly in jurisdictions where legal frameworks are weak or inconsistent. The 
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book explores the potential of innovative legal frameworks, including blockchain technology and 

smart contracts, to offer more effective solutions for tracking and regulating supply chains. These 

technologies could offer new opportunities for creating more transparent, secure, and accountable 

systems that integrate both formal and informal supply chain activities. However, as the book also 

points out, these solutions are not without their own limitations and challenges, such as the cost of 

implementation, the risk of data manipulation, and the difficulty in ensuring that these technologies 

are adopted universally across global supply chains. 

The rise of shadow supply chains introduces a significant paradigm shift in how supply chain 

governance and legal accountability are conceptualized in the context of global trade. Unlike 

formal supply chains that are governed by explicit contracts, customs regulations, and compliance 

frameworks, shadow supply chains operate within regulatory blind spots—spaces where legal 

oversight is minimal or inconsistent, often due to jurisdictional fragmentation or the informal 

nature of subcontracting practices. These "invisible infrastructures" challenge the efficacy of 

traditional legal instruments, which assume the traceability, transparency, and centralized control 

of procurement networks. As global corporations increasingly rely on complex and decentralized 

supplier ecosystems, the boundary between formal and informal becomes increasingly porous, 

enabling practices such as tariff circumvention, regulatory arbitrage, and labor exploitation to 

persist under the guise of operational flexibility.  

Current regulatory responses—such as due diligence laws and sustainability reporting 

requirements—remain reactive and fragmented, failing to address the transnational character and 

embedded opacity of shadow systems. This insight aligns with broader critiques in supply chain 

scholarship that point to the insufficiency of compliance-based approaches in detecting or 

deterring unethical conduct that occurs deep within multi-tiered supplier networks. The book’s 

emphasis on blockchain and smart contracts as potential transparency-enhancing tools reflects a 

growing shift toward techno-legal solutions; however, these remain constrained by uneven 

adoption, technological barriers, and data governance issues. Consequently, the author calls for a 

reimagining of global supply chain regulation—one that integrates legal harmonization, ethical 

sourcing mandates, and innovative monitoring mechanisms to ensure that both visible and shadow 

supply chains are subject to uniform standards of accountability. This holistic vision highlights the 
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urgent need for interdisciplinary governance models that can effectively engage with the structural 

invisibility and moral ambiguity of shadow supply chains in the 21st-century global economy. 

Conclusion  

In conclusion, Invisible Infrastructure & The Law of Shadow Supply Chains provides an in-depth 

examination of one of the most pressing issues in contemporary global trade—how to effectively 

govern and regulate supply chains that operate outside the formal legal and regulatory systems. 

The book offers a critical perspective on the growing influence of shadow supply chains, their 

impact on transparency, and the challenges they present for both legal practitioners and 

policymakers. Through a detailed analysis of the legal, ethical, and regulatory dimensions of 

shadow supply chains, the book urges the need for a more integrated approach to supply chain 

governance that accounts for both visible and invisible infrastructures. It presents a compelling 

argument for the creation of global regulatory frameworks that can address the complexities of 

modern supply chains while promoting fairness, accountability, and sustainability. Ultimately, the 

book serves as a call to action for those involved in supply chain management, legal regulation, 

and corporate governance to rethink how supply chains are governed in the 21st century, ensuring 

that both formal and informal systems are held to high standards of responsibility and transparency. 
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