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Abstract

Star-rated hotels in Nairobi manage extensive sensitive guest data, making them prime targets
for cyberattacks. This study examined the relationship between types of access control sys-
tems and data protection compliance in star-rated hotels in Nairobi, Kenya. Guided by the
Deterrence Theory of Information Security, the study adopted a mixed-methods embedded
design. A census of all 60 star-rated hotels was conducted. Four respondents per hotel were
targeted (one Hotel Manager, one IT professional, one front desk staff member, and one Se-
curity Officer), yielding a target population of 240 respondents. A total of 215 (89.6%) com-
pleted and returned the questionnaire. Data were collected via structured questionnaires and
interviews. Regression analysis was conducted at a 0.05 significance level using SPSS. Re-
sults showed that types of access control systems had a significant positive effect on compli-
ance (R =0.452, Rz =0.204, p < 0.05), leading to rejection of the null hypothesis. The study
concludes that the types of access control systems implemented have a statistically significant
positive effect on data protection compliance. The Office of the Data Protection Commis-
sioner should develop sector-specific guidelines for hospitality establishments that translate
the Kenya Data Protection Act (2019) into actionable access control standards.

Keywords: Access Control Systems, Data Protection Compliance, Star-Rated Hotels, Nai-
robi
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1.0 Background of the Study

The hospitality industry has undergone a significant transformation driven by the proliferation
of digital technologies, necessitating robust security measures to protect sensitive data. Star-
rated hotels, known for their high standards of service, cater to a diverse clientele, including
high-profile individuals and corporate clients, making them prime targets for cyberattacks and
data breaches (Wang, 2025). Globally, the hospitality industry has experienced numerous high-
profile data breaches, underscoring the critical need for robust access control mechanisms. For
instance, the Marriott International data breach in 2018 exposed the personal information of
approximately 500 million guests, highlighting hotels' vulnerability to cyber threats (Marriott,
2018). Similarly, in 2014, the hotel group Mandarin Oriental experienced a data breach that
compromised customer credit card information, underscoring vulnerabilities in their access
control systems (Mandarin Oriental Hotel Group, 2015).

Access control mechanisms are fundamental in safeguarding sensitive data. Technologies such
as biometric systems, Radio-Frequency Identification (RFID), and multi-factor authentication
(MFA) have been implemented worldwide to enhance security. Biometric systems, such as
fingerprint or facial recognition, are known for their high accuracy but raise privacy concerns
and are expensive to implement (Mubarak et al., 2023). RFID, widely used for room access,
offers convenience but is susceptible to cloning and interception (IBM X-Force Red, 2019a).
MFA, which combines multiple verification methods, significantly reduces the risk of unau-
thorised access (Marriott International Inc., 2020). In the African context, the adoption of ad-
vanced access control systems is gaining momentum, though challenges remain. South Africa,
for instance, has implemented the Protection of Personal Information Act (POPIA) to enforce
data protection standards, urging hotels to enhance their data security measures (Pillay, 2018).
However, many African countries face financial constraints and a lack of technical expertise,
which hinders the implementation of sophisticated access control systems (Pillay, 2018).

In East Africa, the tourism sector is vital to the economy, necessitating stringent data protection
practices. According to the World Travel & Tourism Council (WTTC), the tourism industry in
Kenya, Tanzania, and Uganda is growing, with increasing international arrivals each year
(WTTC, 2021). This growth amplifies the need for secure access control mechanisms to protect
sensitive data and maintain global standards. Kenya's hospitality industry is a significant con-
tributor to the country's economy, with Nairobi being a major business and tourism hub. The
region hosts numerous star-rated hotels that cater to a diverse clientele, including business trav-
ellers, tourists, and international delegates. However, the industry's rapid growth has also at-
tracted cybercriminals targeting sensitive guest information.

The Kenyan government has recognised the importance of data protection, leading to the en-
actment of the Data Protection Act in 2019. This legislation aligns with international standards,
such as the General Data Protection Regulation (GDPR), and mandates stringent data protec-
tion measures, including effective access controls (Government of Kenya, 2019). Access con-
trol mechanisms are critical components of an organisation’s security infrastructure, designed
to regulate who can view or use resources in a computing environment. Inadequate or improp-
erly implemented access controls can lead to unauthorised access to sensitive data, resulting in
data breaches and financial losses. The complexity of managing access controls in star-rated
hotels, which often operate multiple systems and networks, exacerbates the challenge (IBM X-
Force Red, 2019a). Extensive research has been conducted on access control mechanisms and
their role in data security across various industries. However, studies focusing specifically on
the hospitality sector, and more so within the context of star-rated hotels in Nairobi, are limited.
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Most existing literature addresses general cybersecurity measures and their application in
broader contexts (Cylance Research Team, 2015).

Kenya's tourism industry, with Nairobi as a central hub, has seen significant growth, attracting
leisure and business travellers. Star-rated hotels in Nairobi offer luxurious accommodations
and advanced facilities, catering to an international clientele. The influx of digital technologies
in hotel operations, ranging from online booking systems to digital payment platforms, has
amplified the need for strong data security measures (Gwebu & Barrows, 2020). Despite tech-
nological advancements, implementing effective access control systems in Nairobi's star-rated
hotels faces several challenges (Office of the Data Protection Commissioner, 2024). These in-
clude staff lack of awareness and training, financial constraints, and the complexity of integrat-
ing new technologies with existing systems (Njoroge, 2023). Additionally, regulatory frame-
works and compliance requirements play a crucial role in shaping the security strategies
adopted by these hotels. The Kenyan government has enacted several laws to enhance cyber-
security, including the Data Protection Act of 2019, which sets out requirements for data pro-
tection and the obligations of data controllers and processors (Government of Kenya, 2019).
However, the enforcement and practical application of these regulations within the hospitality
sector remain inconsistent. Many hotels in Nairobi continue to struggle with implementing ef-
fective access control systems due to financial constraints, limited technical expertise, and re-
sistance to change.

Studies may offer general insights into access control systems, but there may be a gap in as-
sessing their specific effectiveness in enhancing data protection compliance in the hospitality
industry. The relationship between the technology used and its measurable outcomes in terms
of security and compliance is often underexplored. Moreover, star-rated hotels may face unique
security challenges due to their high profile, extensive guest services, and multiple access
points. Therefore, there may be a gap in how access control systems are adapted to address
these specific challenges, particularly in the context of Nairobi. In the rapidly evolving digital
context, the hospitality industry, particularly star-rated hotels in Nairobi, faces significant chal-
lenges in safeguarding sensitive data whilst ensuring compliance with Kenya's Data Protection
Act, 2019. The Communications Authority of Kenya reported over 3.4 billion cyber threat
events in the 2023-2024 financial year, representing a fourfold increase from the previous year,
with system vulnerabilities accounting for the majority of detected threats. The National KE-
CIRT/CC issued over 27.5 million cyber threat advisories during the same period, highlighting
the escalating risk to organisations handling sensitive data. Despite existing measures, many
hotels experienced breaches resulting in financial losses, reputational damage, and legal con-
sequences. Access control systems are critical in mitigating risks associated with data breaches
and unauthorised access, yet many hotels struggle to implement effective mechanisms that bal-
ance security with operational efficiency. Despite the recognition of the importance of data
protection, there is limited understanding of the specific types of access control systems in use
and their effectiveness in securing sensitive information.

Additionally, challenges in adopting these systems often create gaps in data protection and
regulatory compliance, exposing hotels to potential legal liabilities and reputational damage.
This research examined the current state of access control systems in enhancing data protection
and security compliance in star-rated hotels in Nairobi, assessed their effectiveness in protect-
ing sensitive data, and identified the challenges hindering effective implementation. By ad-
dressing these issues, the study sought to contribute to the development of best practices to
enhance data security and compliance in the hospitality sector.
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2.0 Literature Review

Ashqar et al. (2023) studied access control in hotels in Portugal's Algarve region. They found
that most hotels rely on Identity and Access Management (IAM) systems, which include multi-
factor authentication, identity federation, and identity management software. However, their
sample was only ten hotels in one region of Portugal, which limits generalisability. What works
in the Algarve may not work in Nairobi due to different regulatory environments, threat land-
scapes, and hotel operations. This gap is addressed by the present study, which focuses on
star-rated hotels in Kenya's capital. Akmese and Gundogan (2020) surveyed 120 hotel manag-
ers in five-star hotels in Alanya, Turkey. They examined whether managers' views on internal
control systems varied based on duty segregation, asset protection, and transaction verification.
Their results showed no significant difference across those variables. However, Turkey's hos-
pitality regulations are not Kenya's, and their study used only questionnaires, with no inter-
views or site visits. This approach yields quantitative data but lacks depth. For Nairobi hotels,
which must navigate the Data Protection Act, frequent cyber threats, and high staff turnover,
surveys alone are insufficient. The present study uses mixed methods.

The National Cybersecurity Centre of Excellence (2021) emphasised the importance of access
control systems in preventing unauthorised data access and ensuring data integrity. They high-
lighted the need for dynamic and adaptable access control policies that respond to evolving
security threats. Esiefarienrhe and Ekka (2018) suggested role-based access control (RBAC)
systems to enhance data security in organisational settings. In the hospitality industry, studies
have shown that the transient nature of hotel staff and high turnover rates pose significant chal-
lenges to maintaining effective access controls (Shred-it, 2019). Integrating various systems,
such as reservation, property management, and customer relationship management, requires a
comprehensive approach to access control. Shanmugam et al. (2024) analysed technol-
ogy-aided control systems in Malaysia's post-pandemic tourism industry. They discussed high-
quality networks, stable Wi-Fi, and strong security protocols in five-star hotels. However, their
focus was on guest experience and operational resilience, with data protection via access con-
trol as a secondary concern. Malaysia's infrastructure differs from Kenya's. A hotel manager in
Nairobi, reading that study, would not learn how to handle a power outage that turns off card
reader systems. The present study addresses this by examining Nairobi's actual conditions.

Medugu et al. (2023) studied security control systems in Lagos, Nigeria. They selected fifty
hotels registered with Nigeria's National Tourism Development Corporation and interviewed
security managers and other staff. They found that access control technologies increased effi-
ciency, reliability, and security. However, Lagos is not Nairobi, and Nigeria's data protection
law (NDPR) differs from Kenya's Data Protection Act of 2019. Their study focused on opera-
tional benefits rather than regulatory compliance, leaving it unclear how these systems help
hotels pass a data protection audit. Prow and Company Advocates (2021) indicated that while
many star-rated hotels in Nairobi have adopted basic access control measures, such as pass-
word-based systems and RFID cards, there is limited use of advanced technologies, such as
biometrics and MFA. This gap leaves these establishments vulnerable to data breaches, as ev-
idenced by several incidents reported in recent years.

Kimingi et al. (2024) conducted research in Nakuru County, Kenya, at 3- to 5-star hotels. They
used a descriptive design, obtained 152 usable responses, and found a positive link between
digital security systems and market performance. Access control systems emerged as the
strongest factor. However, they measured "market performance”, customer retention, and rev-
enue, not regulatory compliance. A hotel can perform well in the market while still leaking
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guest data. Nakuru also differs from Nairobi in hotel density, cyber threat volume, and regula-
tory attention. This study builds on Kimingi et al. by focusing specifically on data protection
compliance in Nairobi's star-rated hotels and using a mixed-methods design. Access control
systems regulate who can access resources in a computing environment. The primary types
implemented in hotels include Biometric access systems that use physiological characteristics
such as fingerprints, facial recognition, or iris scans for authentication. These systems offer
high accuracy and are difficult to forge, but they raise privacy concerns and are costly to im-
plement (Mubarak et al., 2023). Biometric data is classified as sensitive personal data under
Kenya's Data Protection Act (2019), creating additional compliance obligations. Key card sys-
tems use magnetic stripe or RFID technology to grant access. They are widely used for guest
room access in hotels. However, they are susceptible to cloning and interception (IBM X-Force
Red, 2019a). Joseph Ng (2024) noted that while key cards are convenient, many hotels are
transitioning to near-field communication (NFC) or mobile-based access solutions. Staff train-
ing on data protection and access control is a human-centric control that addresses employees'
knowledge and behaviour. Solomon and Brown (2021) emphasised that organisational security
culture and employee compliance behaviour are inextricably linked. Shred-it (2019) found that
high turnover rates in hotels pose significant challenges to maintaining effective access con-
trols.

Policy frameworks provide formal rules and procedures for managing access to personal data.
These frameworks define roles, responsibilities, and accountability mechanisms. Gwebu and
Barrows (2020) noted that hotels with comprehensive policies demonstrate stronger data pro-
tection practices. Physical security measures protect data storage areas through locks, surveil-
lance cameras, and controlled entry points. These measures complement technical controls by
preventing physical access to servers and data storage devices. Regulations play a crucial role
in shaping access control practices. Kenya's Data Protection Act (2019) aligns with interna-
tional standards, such as the General Data Protection Regulation (GDPR), and mandates strin-
gent data protection measures, including robust access controls (Government of Kenya, 2019).
The Act requires data controllers and processors to implement appropriate technical and organ-
isational measures to ensure the security of personal data. International standards such as
ISO/IEC 27001 provide frameworks for information security management. These standards
recommend access control as a core component of information security. However, the enforce-
ment and practical application of regulations within the hospitality sector remain inconsistent
in Kenya. Many hotels struggle to implement effective access control systems due to financial
constraints, limited technical expertise, and resistance to change (Njoroge, 2023).

2.1 Theoretical Framework

A theoretical framework establishes the underlying logic that connects variables in a study.
The Deterrence Theory of Information Security guides this research. The theory explains how
perceived costs, detection risk, and consequences shape compliance with security rules.

This theory posits that the threat of punishment can effectively prevent individuals and organ-
isations from engaging in malicious activities that violate information security policies (Wang
et al., 2019). It assumes people are rational decision-makers who weigh costs and benefits be-
fore taking action. By increasing the perceived costs of malicious activities, the threat of pun-
ishment can deter potential attackers, thereby reducing the likelihood of such incidents. Deter-
rence theory has its origins in criminology (Beccaria, 1764) and was formally applied to infor-
mation security contexts by Straub (1990) and Straub and Welke (1998). The theory posits that
the threat of punishment can effectively prevent individuals and organisations from engaging
in malicious activities that violate information security policies (Wang et al., 2019). Gordon

https://doi.org/10.53819/81018102t3184
30



https://doi.org/10.53819/81018102t3184

Stratford Peer Reviewed Journals and Book Publishing :

&
&

Journal of Hospitality and Tourism Management Ji} S tra tFO rd
VO|Ume 9” Issue 2||Page 26'40/August||2026 Peer Reviewed Journal & book Publishing

Email: info@stratfordjournals.org ISSN: 2706-6592

and Loeb (2002) later applied economic principles to information security investment, suggest-
ing that investments in security measures can raise the costs of attacks, thereby lowering the
expected benefits for attackers.

Hotels implementing effective access control systems, such as role-based access control
(RBAC), two-factor authentication (2FA), and encryption, can deter breaches and unauthorised
access by raising the barriers for attackers and increasing the likelihood of detection (Maalem
et al., 2020). This approach reduces the attractiveness of violating security measures and di-
minishes the risk of data compromise. The effectiveness of these controls was demonstrated by
enhanced information security and fewer data breaches. Empirical evidence from studies con-
ducted in star-rated hotels in the Greater Nairobi Region validated the application of the De-
terrence Theory of Information Security in this context. The Deterrence Theory directly in-
forms the four independent variables in this study. First, the types of access control systems
(biometric, key card, training, policies, physical security) raise the perceived costs of unauthor-
ised access, strengthening deterrence. Second, the effectiveness of access control systems, par-
ticularly monitoring and auditing features, increases the perceived certainty of detection — a
core deterrence mechanism. Third, implementation challenges (e.g., regulatory complexity,
maintenance costs) weaken deterrence by reducing the credibility and reliability of controls,
which explains the hypothesised negative relationship. Fourth, ISO/IEC 27001-recommended
strategies (e.g., stricter protocols, training, biometrics) enhance deterrence by closing vulnera-
bilities and increasing accountability.

2.2 Conceptual Framework

The conceptual framework (Figure 1) illustrates the hypothesised relationship between types
of access control systems and data protection compliance in star-rated hotels in Nairobi.

Independent Variables Dependent Variable
Types of Access Control Systems Data Protection Compli-
* Biometric access systems ance and Security in
* Key card systems star-rated hotels in Nai-
 Staff training on data pro- | robi
tection and access control i * Adherence to regu-
* Comprehensive policy latory requirements
frameworks * Safeguarding of
*  Physical security measures sensitive guest data
for data storage areas * Reduction of

Figure 1:Conceptual Framework

The Deterrence Theory of Information Security informs the independent variable in this study.
The types of access control systems (biometric, key card, training, policies, physical security)
raise the perceived costs of unauthorised access, strengthening deterrence. The relationship is
expected to be positive: hotels that implement a broader and more advanced range of access
control systems achieve higher levels of data protection compliance.

3.0 Methodology

The study adopted a mixed-methods embedded design, with quantitative methods given prior-
ity and qualitative methods used to provide explanatory insights. A descriptive correlational
approach was applied to examine the relationship between access control system types and
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data protection compliance and security among star-rated hotels in the Greater Nairobi Region.
The study targeted 60 hotels and purposively selected four respondents from each hotel, giving
240 respondents, of whom 215 participated, representing an 89.6% response rate. Data were
collected using questionnaires and semi-structured interviews. Quantitative data were analysed
using SPSS version 27 through descriptive statistics, Pearson correlation, and simple linear
regression at a 0.05 significance level, while qualitative data were analysed thematically using
NVivo 14 following Braun and Clarke’s (2006) framework. Findings were presented using
tables and figures.

4.0 Findings and Discussion

The questionnaire return rate for the study is presented in Table 2. The study targeted two
hundred and forty (240) respondents from sixty (60) star-rated hotels in the Greater Nairobi
Region, comprising Hotel Managers, IT personnel, front desk staff, and security officers. Of
these, two hundred and fifteen (215) questionnaires were duly completed and returned, yielding
a response rate of 89.6% (Table 2).

4.1 Descriptive Statistics

This section presents descriptive findings on the types of access control systems implemented
by star-rated hotels in Nairobi to support data protection compliance and security,
corresponding to the first study objective. Table 1 presents the distribution of responses on
types of access control systems implemented. Responses were recorded on a five-point Likert
scale from Strongly Disagree (1) to Strongly Agree (5).

Table 1: Distribution of Responses

Statement SD(1) D(2) N(3) A4) SA(5) Mean Std.
Dev.
The hotels have imple- 2 24 91 79 19 341 0.838

mented biometric ac- (0.9%) (11.2%) (42.3%) (36.7%) (8.8%)

cess control systems

for securing guest data.

The hotel uses keycard 7 46 91 59 12 311 0.913
systems to restrict ac- (3.3%) (21.4%) (42.3%) (27.4%) (5.6%)

cess to sensitive areas

and to guest data stor-

age locations.

Staff training on data O 15 80 102 18 3.57 0.745
protection and access (0.0%) (7.0%) (37.2%) (47.4%) (8.4%)

control is regularly

conducted.

The hotel has a com- 3 35 99 62 16 3.25 0.864
prehensive policy for (1.4%) (16.3%) (46.0%) (28.8%) (7.4%)

managing access to

personal data.

Physical security 3 35 95 70 12 3.25 0.843
measuresare inplaceto (1.4%) (16.3%) (44.2%) (32.6%) (5.6%)

protect data storage ar-

eas.

The frequency distribution shows that most respondents agreed or strongly agreed with most
statements, indicating moderate to high levels of implementation of the access control system.
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Staff training on data protection and access control recorded the highest combined positive
response, with 47.4% agreeing and 8.4% strongly agreeing (55.8% total). In contrast, key card
systems recorded the most mixed responses, with 24.7% disagreeing or strongly disagreeing.
These results indicate that human-centred controls, such as training, were more consistently
reported than technology-dependent controls, such as key card systems. The implication is that
hotels should invest simultaneously in both technological and human capital dimensions of
access control, rather than treating them as substitutes.

Table 2: Ranked Mean Scores

Rank Statement Mean Score

1 Staff training on data protection and access control is regu- 3.57
larly conducted.

2 The hotels have implemented biometric access control sys- 341
tems for securing guest data.

3 The hotel has a comprehensive policy for managing accessto  3.25
personal data

4 Physical security measures are in place to protect data storage  3.25
areas.
5 The hotel uses keycard systems to restrict access to sensitive ~ 3.11

areas and to guest data storage locations.

Staff training on data protection and access control received the highest mean score (M = 3.57,
SD = 0.745). This implies that star-rated hotels in Nairobi invest more heavily in training than
in technology. For a hotel manager, this suggests that staff behaviour is seen as the first line of
defence, not access cards or biometrics. Biometric access control systems ranked second (M =
3.41, SD = 0.838). Biometrics are present but not universal. Four-- or five-star hotels without
biometrics for server rooms are lagging behind their competitors. Both comprehensive policy
frameworks and physical security measures scored M = 3.25. These findings suggest that
policies exist on paper, but enforcement is inconsistent. Physical security for data storage areas
is adequate but not excellent. Key card systems recorded the lowest mean (M = 3.11, SD =
0.913). Key cards are seen as outdated. Managers should plan a transition to near-field
communication (NFC) or mobile-based access within 2 to 3 years.

To assess the level of agreement among respondents regarding the types of access control
systems, Kendall's Coefficient of Concordance was computed. The results are summarised in
Table 3.

Table 3: Kendall's Coefficient of Concordance for Types of Access Control Systems

Test Statistic Value
N 215.0
Kendall's W 0.001
Chi-Square 0.693
df 4.0

Asymp. Sig. 0.952

a. Kendall's Coefficient of Concordance
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The Kendall's W of 0.001 and Chi-square of 0.693 (df = 4, p = 0.952) indicated no statistically
significant consensus among respondents in their ranking of the five access control system
dimensions. The non-significant result (p > 0.05) suggested that respondents did not
consistently rank the five types of access control systems in the same order, reflecting
heterogeneity of access control priorities across different hotel categories and departments.
This finding is consistent with Masaire et al. (2024), who found that information security
priorities varied substantially across hotel types in developing country contexts, attributable to
differences in resource endowment and operational focus.

4.3 Effect of Types of Access Control Systems on Data Protection Compliance and Secu-
rity in Star-Rated Hotels in Nairobi

The study assessed the relationship between the types of access control systems implemented
by star-rated hotels in Nairobi and data protection compliance and security. The null hypothesis
tested was Hoi: The types of access control systems implemented by star-rated hotels in Nairobi
have no statistically significant effect on data protection compliance and security. Table 4
presents the bivariate Pearson correlation coefficient between the independent and dependent
variables.

Table 4: Correlations with Data Protection Compliance

Variable Pearson r Sig. (2-tailed)

Types of Access Control Systems 0.452** <0.05

Types of access control systems recorded a statistically significant positive correlation (r =
0.452, p < 0.05). These findings provided preliminary evidence that types of access control
systems are positively associated with data protection compliance, thereby justifying the sub-
sequent simple linear regression analysis. The findings are consistent with Ghaderi et al.
(2024), who identified system effectiveness as a primary cybersecurity determinant of compli-
ance outcomes in hospitality contexts. A simple linear regression analysis was conducted with
types of access control systems as the predictor variable and data protection compliance as the
outcome variable. Table 5 presents the consolidated regression results.
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Table 5: Linear Regression

Component Statistic Value
Model Fit R 0.452
R2 0.204
Adjusted R2 0.196
Std. Error of the Estimate 0.680
ANOVA Regression Sum of Squares 25.265
Regression df 1
Regression Mean Square 25.265
Residual Sum of Squares 98.581
Residual df 213
Residual Mean Square 0.463
Total Sum of Squares 123.846
Total df 214
F 54.568
Sig. (p) 0.000
Coefficients (Constant)
Unstandardised B 1.245
Std. Error 0.312
t 3.990
Sig. (p) <0.05
Predictor (Types of ACS)
Unstandardised B 0.485
Std. Error 0.065
Standardised Beta 0.452
t 7.387
Sig. (p) 0.000

A linear regression model for access control system types yielded R = 0.452, indicating a mod-
erate positive relationship between access control system types and data protection compliance.
The R? of 0.204 indicated that types of access control systems explained 20.4% of the variance
in data protection compliance and security. The adjusted R? of 0.196 confirmed this explana-
tory power after accounting for model complexity. The ANOVA results confirmed that the
model was statistically significant: F(1, 213) = 54.568, p = 0.000. Since p < 0.05, the null
hypothesis Ho: was rejected. Types of access control systems implemented by star-rated hotels
in Nairobi had a statistically significant positive effect on data protection compliance and se-
curity.

The following regression equation was specified:
Y=1245+ 0.485X; + ¢

The constant was 1.245 (SE = 0.312; t = 3.990; p < 0.05). The unstandardised regression coef-
ficient for types of access control systems was B = 0.485 (SE = 0.065; standardised = 0.452;
t = 7.387; p = 0.000). A one-unit increase in the composite mean score of the types of access
control systems implemented was associated with a 0.485-unit increase in the mean score of
data protection compliance. The implication is that hotels that implement a broader and more
advanced suite of access control mechanisms achieve significantly higher levels of data pro-
tection compliance. Ashqar et al. (2023) demonstrated that diverse access control technologies
strengthen data protection capabilities by creating multiple layers of security defence, con-
sistent with this finding. Qualitative data from the semi-structured interviews, analysed the-
matically using NVivo 14 following Braun and Clarke's (2006) framework, identified three
themes related to types of access control systems: predominant access control technologies in
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use; staff training as the foundational security priority; and the gap between formal policy ex-
istence and practical enforcement.

Theme 1: Access Control Technologies in Use

Respondents consistently identified biometric systems, key card systems, and closed-circuit
television integration as the primary access control technologies deployed in their hotels. IT
managers and hotel managers from four- and five-star establishments described multi-layered
implementations, whilst three-star hotel staff reported simpler configurations.

"We have biometric readers on all server rooms and main data storage areas. Staff access is
role-based, and every entry is logged automatically.” (IT Manager, Five-Star Hotel)

"Our key card system covers guest rooms and restricted areas. We are currently evaluating
biometric upgrades for the back-office systems." (Hotel Manager, Four-Star Hotel)

"We rely mainly on key cards and a password-based system for our front office computers.
Biometrics are too expensive for us right now." (Front Desk Supervisor, Three-Star Hotel)

These responses align with the quantitative finding that biometric systems (M = 3.41) were
rated higher than key card systems (M = 3.11), with the gap reflecting resource differences
between higher- and lower-star-rated establishments. Dijmarescu et al. (2022) observed that
biometric integration is increasingly viewed as essential for payment and access security in
modern hotel operations, consistent with the upward trend in biometric adoption observed
among higher-rated establishments in this study.

Theme 2: Staff Training as the Foundational Security Priority

All respondents acknowledged that staff training was the most consistently implemented access
control dimension, corroborating the quantitative result, which found that staff training re-
ceived the highest mean score (M = 3.57).

"We conduct mandatory quarterly training for all staff on data protection policies and proper
use of the access control systems. Non-compliance is treated as a disciplinary matter.” (Human
Resources Manager, Five-Star Hotel)

"Training is conducted when new staff join and once a year as a refresher. We cover the Data
Protection Act requirements and the proper use of our card access system." (IT Personnel,
Four-Star Hotel).

Solomon and Brown (2021) emphasised that organisational security culture and employee
compliance behaviour are inextricably linked, which is consistent with the importance respond-
ents attached to training as the foundational element of access control implementation.

Theme 3: The Gap Between Policy Existence and Practical Enforcement
Several respondents noted that whilst formal access control policies existed, practical enforce-

ment was inconsistent, particularly in high-turnover front-of-house roles, providing a qualita-
tive explanation for the comparatively lower mean score for policy frameworks (M = 3.25).

"We have comprehensive policies on paper, but monitoring actual compliance in day-to-day
operations is very difficult. Staff sometimes share passwords or leave terminals unlocked." (IT
Manager, Four-Star Hotel)

"Policies are clear, but enforcement is where we struggle. There is a lot of pressure during
busy periods, and security can take a back seat.” (Hotel Manager, Three-Star Hotel).
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This qualitative finding is consistent with Masaire et al. (2024), who found that the gap between
formal information security policy and operational enforcement was a critical vulnerability in
hotel-sector data protection frameworks in developing-country contexts.

5.0 Conclusions

The study sought to assess the relationship between the types of access control systems imple-
mented by star-rated hotels in Nairobi and data protection compliance and security. The study
concluded that the types of access control systems implemented in Nairobi's star-rated hotels
had a statistically significant positive effect on data protection compliance. Hotels that de-
ployed comprehensive access control portfolios encompassing biometric authentication, phys-
ical safeguards, staff training, and policy frameworks achieved higher compliance levels and
better protection of sensitive data. However, the transition from traditional key card systems to
advanced biometric solutions remains incomplete, suggesting a maturity gap in technological
adoption. Staff training emerged as the most consistently implemented access control type,
indicating that human-centred controls are prioritised over technology-dependent controls in
the current hospitality environment.

6.0 Recommendations

The Office of the Data Protection Commissioner and Tourism Regulatory Authority should
develop clear hospitality-specific data protection and cybersecurity standards for star-rated ho-
tels. Hotel management should strengthen staff training, upgrade insecure access control tech-
nologies, and enforce clear data access policies and accountability mechanisms. Future studies
should use longitudinal designs and conduct comparative research across East African coun-
tries to assess long-term effects and regional best practices.
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